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Abstract

In this paper, we shall propose a threshold multi-proxy multi-signature scheme with shared verification. In the scheme allows
the group of original signers to delegate the signing capability to the designated group of proxy signers. Furthermore, a subset
of verifiers in the designated verifier group can authenticate the proxy signature. A threshold multi-proxy multi-signature
scheme with the nonrepudiation property is a scheme where the proxy group cannot deny signing for the message and the
verifier group can identify the proxy group for a proxy signature.
© 2004 Elsevier B.V. All rights reserved.
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1. Introduction inal signers. The threshold proxy signature schemes
were also widely proposeld,3-5,8,11,12,14]In the
A new type of digital signature, proxy signature, (z, n) threshold proxy signature scheme, amy more
was first proposed in 1996,7]. The proxy signature  of the proxy singers can cooperatively sign messages
allows a designated person, called a proxy signer, to on behalf of an original signer. Recently, a kind of
sign on behalf of an original signer. So far, many proxy Proxy signature scheme, multi-proxy multi-signature
signature schemes were discusfe8-5,8,9,11-14] scheme, was proposd8]. The scheme allows the
They distinguish into several kinds of proxy sig- group of original signers to delegate the signing
nature schemes. The proxy multi-signature schemescapability to the designated group of proxy signers.
were proposed if13]. In the proxy multi-signature In the schemes mentioned above, outsiders are al-
schemes, a proxy signer is allowed to generate alowed to play the role of verifiers. However, in most
proxy multi-signature on behalf of two or more orig-  existing signature schemes, there can be only one legal
signer and one legal verifier. To bridge this gap, Hsu
"+ Corresponding author. and Wu[2] used the concept @f, n) threshold signa-
E-mail addresssftzeng@csie.ncu.edu.tw (S.-F. Tzeng). ture to extend the capability of verification which is
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addressed to one signer and a group of verifiers. Wang Share Distribution Center
et al. [10] also extended the existing schemes to the (SDC)
group-orientedt, n) threshold signature with &, [)
shared verification scheme among groups. Similarly, (CYINNY)
in all existing proxy signature schemes, there can be
only one legal verifier. In practical applications, there ) 1@ @ (ama) 13) @ (ana)
is usually a need to have some specified verifiers ver- |original gmup‘@'_’ PIOXy group clerk 7= erifier group
ify the proxy signature. Assume that several directors (1) Secret Share Generation Phase (4)
represent a directorate to delegate their signing capa- (2) Proxy Share Generation Phase
bility to a group of managers. Then, several of these (8) Proxy Signature Generation Phase

4)

4) Proxy Signature Verification Phase

managers represent the company to sign a contract
with another company through computer network. By
using the proposed scheme, the validity of the busi-
ness between the two companies can be guaranteed.
According to the above statement, the group of ver- and does not collaborate with the conspiring party.
ifiers to verify the message has to be specified, and Therefore, the proposed scheme involves four parties:
the message should also be able to be authenticated byhe share distribution center, the original group, the
the specified group of verifiers. In this paper, we shall proxy group and the verifier group. The procedure of
propose a new scheme in which the original signer the proposed scheme contains four phases: the secret
group, proxy signer group and verifier group are spec- share generation phase, the proxy share generation
ified under the predefined proxy warrant. phase, the proxy signature generation phase and the
In Section 2 we shall use the concept of proxy proxy signature verification phase. The reference con-
signature and predefine the proxy warrant to propose figurations and flow are illustrated #ig. 1 For the
a threshold multi-proxy multi-signature scheme for initial step, the SDC first selects and publishes the
multi-groups. The security of the proposed scheme following parameters:
will be discussed irSection 3 Finally, the conclusion
will be given in Section 4

Fig. 1. Threshold multi-proxy multi-signature scheme.

p: alarge prime;

q: a large prime factor op — 1;

g a generator in Galois field Gp) of orderg;

h(-): a one-way hash function;

my. a warrant which records the identities of the

original signers in the original group, the proxy

signers in the proxy group and the verifiers in the

verifier group, the parameters (n1), (f2, n2) and

(13, n3) and the valid delegation time, etc.;

e AOSID (actual original signers’ ID): the identities
of the actual original signers;

e APSID (actual proxy signers’ ID): the identities of

the actual proxy signers.

2. The proposed scheme

In this section, a threshold proxy signature scheme
among groups will be proposed. According to the
proxy warrant, a subset of original signers allows
a designated proxy group to sign on behalf of the
original group. A message: has to be signed by a
subset of proxy signers who can represent the proxy
group. Then, the proxy signature is sent to the veri-
fier group. A subset of verifiers in the verifier group
can also represent the group to authenticate the proxy Each original signet/o, owns a secret keyo, € Z
signature. and a public keyo, = ¢*% mod p which is certified

In other words, some threshold values will be given by a certificate authority (CA). Similarly, each proxy
to indicate the number of persons to represent a groupsignerUp, or verifier Uy, also owns a secret key, €
to authorize the signing capability or to sign a mes- Z7 orxy, € Z7 and a public keyp, = g*" mod p or
sage or to verify the proxy signature. The proposed yy, = g*Vi mod p which is also certified by the same
scheme requires a share distribution center (SDC) or different the CA.
which is responsible for setting some parameters and Then, the SDC accepts the registration of a group
initializing the scheme. Moreover, the SDC is trusty of proxy signers or a group of verifiers. For notations,
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the parameters will be expressed by a subsaript ¢ Public information of original signeryg,.
Gs or Gy which is used by the original signer group, e Secret information of original signexp,.

the proxy signer group or the verifier group. ey = ¢ Public information of proxy signenp,, y rp;.
{Uo,, Uo,, ..., UOnl}' Gp = {Up,Up,,..., Upnz} e Secret information of proxy signetp;, fe(yp,).
and Gy = {Uv,.Uv,,..., Up,,S} be groups ofn; ¢ Public information of verifieryy,, yrv,.
original signers,np proxy signers ands verifiers, e Secret information of verifierty;, fv(yv,).
respectively. According to the definition of a thresh- e Public information of group¥p, Yv.

old multi-proxy multi-signature scheme, anyout of e Secret information of groupXp, Xyv.

n1 original signers(l < t1 < n1) can represent the

original signer group to delegate signing capability. 22 Proxy share generation phase

Any > out of np proxy signers(l < r < np) can

represent the proxy group to sign a message on behalf 1o proposed scheme allows anyoriginal sign-

of the original group. Similarly, any; out of n3 veri- ers to represent the group to delegate the signing ca-
fiers (1 < 73 < n3) can represent the verifier group 0 papjijity to the proxy group to sign on behalf of the
verify the proxy signature. original group. So, two parties, namely the original
group and proxy group, are involved in this phase.
2.1. Secret share generation phase Without loss of generality, assume that theorigi-
nal signers to delegate the signing capability are in-
In this phase, three parties are involved, including dicated asDg = {Uo,, Uo,, - - - UOtl}- Let Do be

the share distribution center, the proxy group and the the actual original signersDp as a group executes
verifier group. The SDC first chooses the proxy group the following steps to delegate the signing capability
secret keyXp € Z; and computes the proxy group to Gp:

public key Yp = g*P mod p which is certified by the
CA. Similarly, the SDC also selects a verifier group
secret keyXy € Z7 and computes the verifier group
public key Yy = ¢XV mod p which is also certified ki = g% mod p.

by the CA. For the proxy grougp and the verifier .

group Gy, the SDC randomly generates two secret 2- Foreachreceivel (j =1,2,...,n; j # i), each

1. Choose a random numbeyr € Z; and broadcast

-

polynomial functions Uo, € Do computes
fp(x) = Xp+ Prx+ -+ Pp_1x2" mod g "
K =1 [k mod p,
and 111 ' b
A@) =Xy + Vix+ -+ Vi_1x*  mod g, 0o, = a;K + x0,h(K|my|/AOSID) mod g.
and the degrees arg— 1 andrz — 1, respectively. 3. Sends, to the designated clerk via a public chan-
Furthermore, the SDC obtains a public key nel.
for each proxy signer in the proxy signer group 4. After receivingoo,, the designated clerk first com-
and computes her/his secret shadgw(yp,), for putes
i = 1,2,...,n2. The corresponding public key
is also determined by, = /%) mod p, for n
i = 1,2,...,no. Similarly, each verifier's secret 00 = Zoo,- mod g.
shadow is fy(yv;), and the corresponding public i=1
key is determined byypy, = ¢/V®Vi) mod p, for Then, the designated clerk checks whether the fol-
i =1,2,...,n3. In summary, the proposed scheme lowing equation holds:

parameters are listed as follows:

n
e Public information of centerp, ¢, g, h(-). gﬂoz?KK Hyé(_Kl\mWHAosm) mod p
e Secret information of centerfp(x), fv(x). i1
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If it does, the designated clerk computes 2. EachUp, € Dp uses a secret shadofi(yp,) and
1o mod a group public keyyy of the verifiers to compute
o =1 00 4 and broadcasty :

If it does not, the designated clerk checks whether

T2, . (0—yp. —yp,
the following equation holds: rp = (Yy) PO T 20,20 O=3R)/OR =38) o .

00, 2K (K | AOSID) 3. Foreachreceive, andrp (j=1.2,....12j #
kK v .

mod p.
P i), eachUp, € Dp computes

8

The designated clerk can detect a incorrect signa-
ture and then request the actual original signer to
deliver a valid one.

5. Broadcastd, my, K, AOSID) to Gp.

17

2
R= l_[rpl. mod p, R = Hrf:,l_ mod p,
i=1 i=1

After receiving ¢, mw, K, AOSID), each P; ¢

¥ _

Gp checks whether or not the following equation si= R fe(yp) l_[ M
holds: o1, ji TP TP

" it +b;R + (o + xp,)h(R|APSID||m) mod g,
272 ( KK l—[ y’(ggK'mW'AOS'D)) mod p. 1

i=1 . o . S

l here,s; is the individual proxy signature which is
If it does, eachP; useso as her/his proxy share. sent to the designated clerk.

4. After receivings;, the designated clerk first com-

2.3. Proxy signature generation phase putes

verifier group as well. Without loss of generality,

This phase has to do with the proxy group and §—= is, mod ¢
the proposed scheme allows anyproxy signers to =t

Then, the designated clerk checks whether the fol-
lowing equation holds:

h(R|APSID||m)
1

1
? SR h(K AOSID
i=1 j=1

If it does, all(r;, s;) are valid individual proxy sig-
natures of message. If it does not, the desig-
nated clerk checks whether the following equation

represent the proxy group to sign a messaged.et
Dp = {Up,, Up,, ..., Up,} be the actual proxy sign-
ers. Dp as a group executes the following steps to

) i holds:
generate the proxy signature:
. tgl h(R||APSID||m)
2 R’]_[[.Zzly, ;0—yp)/ (P, —¥P;)) p K = WK AOSID
gél:yfpi J=1,j# J J & K HyOE- llmwl| ) v, mod p.
i=1

The designated clerk can find a wrong signature
and then ask the actual proxy signer to transfer a

1. EachUp. € Dp chooses a random numbgre Z* .
P & 2P bigre Zg valid one.

and broadcastsp,:
b The proxy signature ofn is (mw, K, AOSID, R, S,
rp, = g’ mod p. APSID).
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2.4. Proxy signature verification phase shareo. Thus, it is necessary for the proxy group to
verify the proxy share and the verifier group to verify

Any 3 out of n3 verifiers in the groug>y can coop- the proxy signature verificatioequation (2)by using
erate to verify the validity of the proxy signature. Let all of the actual original signer’s public keys. These
Dy = {Uy,,Uy,, ..., Uv,} be the actual verifiers.  actual original signer's public keys are certified by
The steps of this phase are described as follows: the CA. Without knowing the original signer’s secret

keys, an opponent is unable to generate the proxy
shareo in the proposed scheme. Assume that an op-
ponent wants to derive the original signers’ secret key
xg,; from the public keysio, = ¢*© mod p. It means
this attacker has to face the difficulty of solving the
discrete logarithm problem. At the same time, be-
cause of the existence of the proxy share, the original
group cannot deny delegating their signing capability
to a proxy group.

Similarly, all of the actual proxy signers’ secret keys
xp,i=1,2,..., 1 are used to generate the proxy sig-
nature in the proxy signature generation phase. Thus,
it is necessary for the verifier group to verify the proxy
signature verificatiorequation (2)by using all of the

1. According tomy, AOSID and APSID, each veri-
fier gets the public keys of the original signers and
proxy signers from the CA and knows who the ac-
tual original signers and the actual proxy signers
are.

2. EachlUy, € Dy uses her/his secret shadgiw(yy;)
and the group public keyp of the proxy signers
to compute and broadcasy,:

13 . N —
r{/i _ (Yp)fv(yv,.)l_[jﬂ,j#,-(o WHIOVi=WV1) mod ».

3. For each received(,/_ (G =212...,13] # i),
eachUy, € Dy computes

13 actual proxy signers’ public keys. These actual proxy
R = Hr(/i mod p. signers’ public keys are certified by the CA. Assume
i1 that an opponent wants to reveal the proxy signers’

secret keyp, from the public keysp, = ¢g*® mod p.
The equation is as difficult to meet as solving the
discrete logarithm problem. Again, the proxy group

4. Then, each verifiet/y, € Dy can check the valid-
ity of the proxy signature of the messagehrough
the following equation:

h(R||APSID||m)

11 2
? R h(K AOSID
gS:Yg RR| kX Hyoi lmwll ) 1_[ P, mod p. 2)
i=1 =1

If the equation holds, the messageis authen-
ticated and the proxy signaturex, K, AOSID,

cannot deny generating the proxy signature on behalf
R, S, APSID) is valid. y 9 g proxy sig

of the proxy group and the original signer group.
Without loss of generality, if the opponent tries to

derive the proxy group secret keyp and verifier

group secret keyy from their corresponding public

_ _ keysYp = gXP mod p andYy = gXv mod p, she/he

The security of the proposed scheme is based on g5 has to solve the same problem. As to the forgery

the well-known difficulty of computing one-way hash  attack, we consider the security of the proxy signature
function and the discrete logarithm problem crypto- yerification equation:

graphic assumptions. In the following paragraphs, sev-
eral possible attacks will be considered, and we shall ,s2 & pr
also prove that none of them can successfully break

3. Security analysis of the proposed scheme

h d sch " > h(R||APSID||m)
the proposed scheme. N < h(K [y JAOSID)

In proposed scheme, all of the actual original x| K ]_[yo,. l_[yP,-

signer’s secret keyso,, i = 1,2, ..., 1, are used in i=1 j=1

the proxy share generation phase to create a proxy mod p.
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In this case, an outsider may try to forge a valid proxy

signature to pass the proxy signature verification. Sup-

pose

41
VO — KK 1_[ y}(l)(iKHmWHAOSID) mod P
i=1
2
Vp= 1_[ YP; mod p.
j=1

We rewrite the proxy signature verification equation as
gs _ Yé”RR(VOVP)h(R”APSIDHm) mod p.

The value ofVo depends on the parameteks myy
and AOSID, whileVp is a fixed value as the proxy
signers’ public keys are certified by the CA. Similarly,
Yp is a fixed value as the proxy signer group public
key is certified by the CA. Givem™*, APSID*, V§
and R, it is hard to determin&* and $* because of
the difficulty of solving the discrete logarithm prob-
lem and the one-way hash function cryptographic as-
sumptions. Again, givem*, APSID*, R™*, R* andS*,
one can compute &3 such that this equation holds.
However, it is difficult to findmy,, AOSID* and K*
such that the equation

n
Vo = KKl—[yéEKnmw\lAOSlD) mod p
i=1

S.-F. Tzeng et al./Future Generation Computer Systems 20 (2004) 887-893

verifier groupGy cannot obtain any other verifiers’
secret shadows. Therefore, neither proxy signers’ con-
spiracy attack nor verifiers’ conspiracy attack can be
successful.

Assume anyp or more proxy signers it;p work
together to reconstruct the secret polynomial function
fp(x) and proxy group secret key. Thus, they can eas-
ily derive any other proxy signérp,’s secret shadow.
However, they cannot derive;’s secret key fromxp,
via Eq. (1) with the givens; because to obtaii;
means to solve the discrete logarithm problem.

4, Conclusions

A new threshold multi-proxy multi-signature
scheme with %, n3) shared verification is proposed
in this paper. In the proposed scheme, a subset of
original signers can authenticate a designated proxy
group to sign on behalf of the original group. A mes-
sagem has to be signed by a subset of proxy signers
who can represent the proxy group. Then, the proxy
signature is sent to the verifier group. A subset of
verifiers in the verifier group can also represent the
group to authenticate the proxy signature. Further-
more, these actual proxy signers cannot deny the fact
that they have signed the proxy signature. Based on
the difficulty of the one-way hash function and the
discrete logarithm problem, the security of the pro-

holds. The difficulty here is also based on the dis- posed scheme is confirmed. Some possible attacks are
crete logarithm problem and the one-way hash func- considered, and none of them can successfully break
tion cryptographic assumptions. Therefore, the proxy the proposed scheme.

signature verification equation is secure to against

forgery attack.

Consider the conspiracy attack. Assume that 1
proxy signers of the grou@p conspire to derive some
other proxy signers’ secret keys and the proxy group
secret key. They will have to first reconstruct the poly-
nomial function fp(x) and compute the other proxy
signers’ secret shadowf(yp,) for someUp, € Gp
and also obtain the proxy group secret kg(0) for
Gp. However, the secret polynomial functiofp(x)
can be reconstructed only by obtaining at leagroxy
signers’ secret shadowg(yp,)'s of Gp. Thus, any

to—1 conspirators or less cannot reveal any other proxy
signers’ secret shadows and the proxy group secret
key, even though they release their secret shadows to

each other. Similarly, angg — 1 verifiers or less in the
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