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Abstract

Menezes et al. proposed the first key agreement protocol
(MQV) that employs a signature to sign Diffie-Hellman
public keys without using a one-way hash function. The
IEEE Standard Committee adopted the MQV protocol as
a standard. In order to establish multiple common secret
keys between two parties, Harn and Lin proposed a new
protocol based on the MQV protocol. However, this pro-
tocol has a limit that only n2-1 keys out of n2 keys for
can be used avoiding the known key attack. Afterwards,
Tseng proposed a protocol that can use n keys to avoid
the known key attack. In this article, we shall extend
Tseng’s protocol and make it able to generate (n2 + 1)
keys in one session, and all the keys can be used against
the known-key attack.
Keywords: Cryptography, key agreement, key authentica-
tion

1 Introduction

In 1976, Diffie and Hellman [9] proposed a public-key dis-
tribution scheme for distributing a common session key
between two parties. Unfortunately, the Diffie-Hellman
protocol is vulnerable to the man-in-the-middle attack,
since no authentication is supported between the two par-
ties. Many solutions [5, 7, 16, 17, 20, 24, 26, 27, 31, 33, 36]
have been proposed to solve this problem. In 1995,
Menezes et al. [28] proposed a famous protocol for the
two parties to authenticate each other without any hash
function, and the protocol was adopted as IEEE P1363-
2000 standard [18]. There are many authenticated key
agreement have been proposed [1, 2, 3, 4, 6, 8, 12, 14, 15,
19, 21, 22, 23, 25, 30, 34].

In order to establish multiple common secret keys be-
tween two parties efficiently, in 1998 Harn and Lin [10]
designed an authenticated key agreement protocol based
on the MQV protocol without using any one-way hash

function. The Harn-Lin protocol enables the two par-
ties to authenticate each other and establish n2 common
session keys. To avoid the known key attack [29], the
Harn-Lin protocol sets up the limit that only (n2 − 1)
common session keys can be used. Then, Yen and Joye
[37] proposed a forgery attack and broke the Harn-Lin
protocol, and they also proposed an improved protocol.
However, according to Wu et al. [35], the Yen-Joye pro-
tocol cannot withstand the same attack that bothers the
Harn-Lin protocol. Later, we proposed an improved pro-
tocol [24] to enhance the Yen-Joye protocol. Harn and
Lin [11] then modified the signature signing equation in
[10] to avoid the forgery attack in 2001, but their protocol
still holds on to the limit that only (n2-1) common session
keys can be used. In 2002, Tseng [32] proposed a robust
protocol that makes use of all the n2 common session keys
against the known-key attack.In 2013, Huang et al. pro-
posed an efficient scheme to generate n2 +n secret keys in
one session [13]. Their scheme is based on the difficulty
of calculating discrete logarithms problem.

In this article, we shall improve the Tseng protocol to
generate (n2+1) common session-keys in one session, and
all the keys can be used against the known-key attack.

2 Extended Tseng’s Protocol

In this section, we shall propose an extended version of
Tseng’s protocol that can establish (n2 + 1) common ses-
sion keys between two parties. The protocol is composed
of two phases: the initiation phase and the multiple-key
agreement phase. For simplicity, Let’s suppose Bob and
Alice want to establish five common session keys by using
2 short-term keys. They have to go through the following
processes.

The initiation phase: As the Diffie-Hellman scheme,
the system publishes a large prime number p. Bob
and Alice choose their random numbers xA and
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xB and compute the corresponding long-term public
keys yA = gxA mod p and yB = gxB mod p, respec-
tively.

The multiple-key agreement phase:

1) Alice chooses two random short-term secret keys
kA1 and kA2 , where kA = kA1 + kA2 mod q.
Then Alice computes the corresponding short-
term public keys rA = gkA mod p, rA1 =
(yB)kA1 mod p and rA2 = (yB)kA2 mod p. Fur-
thermore, Alice gets the signature SA based on
the equation sArA = xA − rA1kA mod q. Later,
Alice sends {rA1 , rA2 , sA, Cert(yA)} to Bob,
where Cert(yA) is a certificate for the public
key signed by a trusted party.

2) Just as Alice, Bob also generates
kB1 , kB2 , rB1 , rB2 and sB and sends {rB1 ,
rB2 , sB , Cert(yB)} to Alice.

3) Alice verifies the authenticated messages {rB1 ,
rB2 , sB , Cert(yB)} from Bob. Alice then checks
the following equation:

yB = (rB)rB1 gsBrB mod p, (1)

where rB = rb1rb2 mod p, rb1 = (rB1)
x−1

A mod
p and rb2 = (rB2)

x−1
A mod p. If the equation

is correct, Alice generates five common session
keys as follows:

K1 = rkA1
b1 mod p,

K2 = rkA2
b1 mod p,

K3 = rkA1
b2 mod p,

K4 = rkA2
b2 mod p,

and

K5 = g(kA+kB) mod p

= gkA · gkB mod p

= gkA · rB mod p.

Like Alice, Bob also verifies the authenticated
messages and generates five common secret
keys: K1 = rkB1

a1 mod p, K2 = rkB1
a2 mod p,

K3 = rkB1
a1 mod p, K4 = rkB2

a2 mod p, and K5 =
gkB · rA mod p.

3 Security Analysis

The security of our extended protocol is analyzed as fol-
lows.

1) Known-key attack: In [32], Tseng proved that his
protocol could resist the known-key attack. For the
same reason, our extended protocol can also with-
stand the known-key attack [29]. In our extended

protocol, we derive gxA·xB as

gxAxB = g(sArA+rA1kA)(sBrB+rB1kB) mod p

= gsAsBrArB · gsArArB1kB · gsBrBrA1

·gkAkBrA1rB1 mod p

= gsAsBrArB · gsArArB1kB · gsBrBrA1

·(g(kA1+kA2 )(kB1+kB2 ))rA1rB1 mod p

= gsAsBrArB · gsArArB1kB · gsBrBrA1

·(K1K2K3K4)rA1rB1 mod p.

Suppose that all the common session keys
(K1,K2, K3,K4,K5) are leaked to an intruder.
Even so, the intruder is still very difficult for to
calculate gxAxB by intercepting the transmitted
message between the two parties, where the trans-
mitted message involves (rA1 , rA2 , rB1 , rB2 , sA, sB).
The intruder cannot derive rA and rB from any
transmitted message. The security comes from
the difficulty of calculating discrete logarithms.
Therefore, the extended protocol can also withstand
the known-key attack.

2) Replay attack: To resist the replay attack, our
protocol uses short-term keys. The lifetime of the
short-term keys (kAi and kBi , i ∈ 1, 2, . . .) is only
one session long, with a view to establishing n2 + 1
keys. For the next session, the two parties have to
randomly choose new short-term keys again. When
the intruder replays the previously intercepted mes-
sage to Bob for masquerading as Alice, the request
will be rejected because Bob will discover the mes-
sage has been used previously.

3) Forgery attack: Assume that an intruder wants
to impersonate Alice to establish the common ses-
sion keys with Bob. The intruder forges the previ-
ously intercepted message (rA1 , rA2 , sA, Cert(yA)) to
(r′A1

, r′A2
, s′A, Cert(yA)) and sends it to Bob, where

(r′A1
, r′A2

, s′A).

k′A = k′A1
+ k′A2

mod q

rA1 = gk′A1 mod p,

rA2 = gk′A2 mod p,

s′Ar′A = x′A − r′A1
k′A1

mod q.

Bob will rejects the transmitted message from the
intruder because the message cannot pass verification
Equation (1).

4 Conclusions

In this paper, we have proposed an extended version of
Tseng’s protocol that is more efficient than [32]. Tseng’s
protocol can establish n2 common session keys between
two parties at one session. However, in our extended pro-
tocol, n2 + 1 keys can be established, and attack is no
longer a threat.



LETTER International Journal of Network Security, Vol.16, No.2, PP.157–160, Mar. 2014 159

Acknowledgments

This research was partially supported by the National Sci-
ence Council, Taiwan, R.O.C., under contract no.: NSC
101-2221-E-468-019, NSC 101-2622-E-468-002-CC3, and
NSC 101-2622-H-468-001-CC3. The authors are grateful
to the anonymous reviewers for valuable comments.

References

[1] Ting-Yi Chang, Min-Shiang Hwang, and Wei-Pang
Yang, “A communication-efficient three-party pass-
word authenticated key exchange protocol,” Infor-
mation Sciences, vol. 181, pp. 217–226, 2011.

[2] Ting-Yi Chang, Wei-Pang Yang, and Min-Shiang
Hwang, “Simple authenticated key agreement and
protected password change protocol,” Computers &
Mathematics with Applications, vol. 49, pp. 703–714,
2005.

[3] Atul Chaturvedi and Sunder Lal, “An authenticated
key agreement protocol using conjugacy problem in
braid groups,” International Journal of Network Se-
curity, vol. 6, no. 2, pp. 181–184, 2008.

[4] Kou-Min Cheng, Ting-Yi Chang, and Jung-Wen Lo,
“Cryptanalysis of security enhancement for a mod-
ified authenticated key agreement protocol,” Inter-
national Journal of Network Security, vol. 11, no. 1,
pp. 55–57, 2010.

[5] Shu-Fen Chiou, Min-Shiang Hwang, and Song-Kong
Chong, “A simple and secure key agreement pro-
tocol to integrate a key distribution procedure into
the dss,” International Journal of Advancements in
Computing Technology, vol. 4, no. 19, pp. 529–535,
2012.

[6] Kim-Kwang Raymond Choo, “Revisit of mccullagh-
barreto two-party id-based authenticated key agree-
ment protocols,” International Journal of Network
Security, vol. 1, no. 3, pp. 154–160, 2005.

[7] Kim-Kwang Raymond Choo, “On the security of lee,
kim, kim, & oh key agreement protocol,” Interna-
tional Journal of Network Security, vol. 3, no. 1,
pp. 85–94, 2006.

[8] Kim-Kwang Raymond Choo, “Revisiting lee, kim, &
yoo authenticated key agreement protocol,” Inter-
national Journal of Network Security, vol. 2, no. 1,
pp. 64–68, 2006.

[9] W. Diffie and M. E. Hellman, “New directions in
cryptography,” IEEE Transactions on Information
Theory, vol. IT-22, pp. 644–654, Nov. 1976.

[10] Lein Harn and Hung-Yu Lin, “An authenticated
key agreement protocol without using one-way func-
tions,” in Proceedings of the 8th National Conference
on Information Security, pp. 155–160, Kaohsiung,
Taiwan, May 1998.

[11] Lein Harn and Hung-Yu Lin, “Authenticated key
agreement without using one-way hash functions,”
Electronics Letters, vol. 37, no. 10, pp. 629–630, 2001.

[12] Li-Chin Huang and Min-Shiang Hwang, “Two-party
authenticated multiple-key agreement based on ellip-
tic curve discrete logarithm problem,” International
Journal of Smart Home, vol. 7, no. 1, pp. 9–18, 2013.

[13] Li-Chin Hwang, Cheng-Chi Lee, and Min-Shiang
Hwang, “A n2 + n MQV key agreement protocol,”
International Arab Journal of Information Technol-
ogy, vol. 10, no. 2, pp. 137–142, 2013.

[14] Min-Shiang Hwang and Chii-Hwa Lee, “Authenti-
cated key-exchange in a mobile radio network,” Eu-
ropean Transactions on Telecommunications, vol. 8,
no. 3, pp. 265–269, 1997.

[15] Min-Shiang Hwang, Li-Hua Li, and Cheng-Chi
Lee, “A key authentication scheme with non-
repudiation,” ACM Operating Systems Review,
vol. 38, no. 3, pp. 75–78, 2004.

[16] Min-Shiang Hwang, Chih-Wei Lin, and Cheng-Chi
Lee, “Improved yen-joye’s authenticated multiple-
key agreement protocol,” IEE Electronics Letters,
vol. 38, no. 23, pp. 1429–1431, 2002.

[17] Min-Shiang Hwang, Jung-Wen Lo, and Chia-Hsin
Liu, “Enhanced of key agreement protocols resistant
to a denial-of-service attack,” Fundamenta Informat-
icae, vol. 61, no. 3, pp. 389–398, 2004.

[18] IEEE, “IEEE Standard 1363-2000: Standard speci-
fications for public key cryptography,” IEEE, 1999.

[19] Cheng-Chi Lee, Min-Shiang Hwang, and Li-Hua Li,
“A new key authentication scheme based on discrete
logarithms,” Applied Mathematics and Computation,
vol. 139, no. 2, pp. 343–349, 2003.

[20] Iuon-Chang Lin, Chin-Chen Chang, and Min-
Shiang Hwang, “Security enhancement for the
simple authentication key agreement algorithm,”
in The Twenty-Fourth Annual International
Computer Software and Applications Confer-
ence(COMPSAC)’2000, pp. 113–115, 2000.

[21] Jeng-Ping Lin and Jih-Ming Fu, “Authenticated key
agreement scheme with privacy-protection in the
three-party setting,” International Journal of Net-
work Security, vol. 15, no. 3, pp. 179–189, 2013.

[22] Jung-Wen Lo, Ji-Zhe Lee, Min-Shiang Hwang, and
Yen-Ping Chu, “An advanced password authenti-
cated key exchange protocol for imbalanced wireless
networks,” Journal of Internet Technology, vol. 11,
no. 7, pp. 997–1004, 2010.

[23] Jung-Wen Lo, Shu-Chen Lin, and Min-Shiang
Hwang, “A parallel password-authenticated key ex-
change protocol for wireless environments,” Informa-
tion Technology and Control, vol. 39, no. 2, pp. 146–
151, 2010.

[24] Eric Jui-Lin Lu and Min-Shiang Hwang, “An im-
provement of a simple authenticated key agreement
algorithm,” Pakistan Journal of Applied Sciences,
vol. 2, no. 1, pp. 64–65, 2002.

[25] Eric Jui-Lin Lu and Min-Shiang Hwang, “An im-
provement of a simple authenticated key agreement
algorithm,” Pakistan Journal of Applied Sciences,
vol. 2, no. 1, pp. 64–65, 2002.



LETTER International Journal of Network Security, Vol.16, No.2, PP.157–160, Mar. 2014 160

[26] Eric Jui-Lin Lu, Cheng-Chi Lee, and Min-Shiang
Hwang, “Cryptanalysis of some authenticated key
agreement protocols,” International Journal of Com-
putational and Numerical Analysis and Applications,
vol. 3, no. 2, pp. 151–157, 2003.

[27] Rongxing Lu and Zhenfu Cao, “Off-line password
guessing attack on an efficient key agreement proto-
col for secure authentication,” International Journal
of Network Security, vol. 3, no. 1, pp. 35–38, 2006.

[28] A. J. Menezes, M. Qu, and S. A. Vanstone, “Some
key agreement protocols providing implicit authen-
tication,” in Proceedings of 2nd Workshop Selected
Areas in Cryptography, pp. 22–32, May 1995.

[29] K. Nyberg and R. A. Rueppel, “Weakness in some
recent key agreement protocol,” IEE Electronics Let-
ters, vol. 30, no. 1, pp. 26–27, 1994.

[30] Hsia-Hung Ou, Iuon-Chang Lin, Min-Shiang Hwang,
and Jinn-Ke Jan, “TK-AKA: using temporary key
on authentication and key agreement protocol on
UMTS,” International Journal of Network Manage-
ment, vol. 19, no. 4, pp. 291–303, 2009.

[31] Marimuthu Rajaram and Thilagavathy Dorairaj
Suresh, “An interval-based contributory key agree-
ment,” International Journal of Network Security,
vol. 13, no. 2, pp. 92–97, 2011.

[32] Y. M. Tseng, “Robust generalized MQV key agree-
ment protocol without using one-way hash function,”
Computer Standards & Interfaces, vol. 24, no. 3,
pp. 241–246, 2002.

[33] Liming Wang and Chuan-Kun Wu, “Efficient key
agreement for large and dynamic multicast groups,”
International Journal of Network Security, vol. 3,
no. 1, pp. 8–17, 2006.

[34] Shengbao Wang, Zhenfu Cao, and Feng Cao, “Ef-
ficient identity-based authenticated key agreement
protocol with pkg forward secrecy,” International
Journal of Network Security, vol. 7, no. 2, pp. 181–
186, 2008.

[35] Tzong-Sun Wu, Wei-Hua He, and Chien-Lung Hsu,
“Security of authenticated multiple-key,” Electronics
Letters, vol. 35, no. 5, pp. 391–392, 1999.

[36] Chou-Chen Yang, Ting-Yi Chang, and Min-Shiang
Hwang, “Cryptanalysis of simple authenticated key
agreement protocols,” IEICE Transactions on Foun-
dations, vol. E87-A, no. 8, pp. 2174–2176, 2004.

[37] Sung-Ming Yen and M. Joye, “Improved authenti-
cated multiple-key agreement protocol,” Electronics
Letters, vol. 34, no. 18, pp. 1738–1739, 1998.

Li-Chin Hwang received the B.S. and M.S. in In-
formation Management from Chaoyang University of
Technology (CYUT), Taichung, Taiwan, in 2001 and
in 2003. She is currently working toward the PhD
degree in the Department of Computer Science and
Engineering at the National Chung Hsing University
(NCTU), Taiwan. Her current research interests include
information security, cryptography, medical image, and
mobile communications.

Min-Shiang Hwang received the B.S. in Electronic En-
gineering from National Taipei Institute of Technology,
Taipei, Taiwan, ROC, in 1980; the M.S. in Industrial En-
gineering from National Tsing Hua University, Taiwan, in
1988; and the Ph.D. in Computer and Information Science
from National Chiao Tung University, Taiwan, in 1995.
He also studied Applied Mathematics at National Cheng
Kung University, Taiwan, from 1984-1986. Dr. Hwang
passed the National Higher Examination in field ”Elec-
tronic Engineer” in 1988. He also passed the National
Telecommunication Special Examination in field ”Infor-
mation Engineering”, qualified as advanced technician the
first class in 1990. He was a chairman of the Depart-
ment of Information Management, Chaoyang University
of Technology (CYUT), Taiwan, during 1999- 2002. He
is currently a professor of the department of Management
Information System, National Chung Hsing University,
Taiwan, ROC. He obtained 1997, 1998, 1999, 2000, and
2001 Outstanding Research Awards of the National Sci-
ence Council of the Republic of China. He is a member
of IEEE, ACM, and Chinese Information Security Asso-
ciation. His current research interests include electronic
commerce, database and data security, cryptography, im-
age compression, and mobile computing. Dr. Hwang had
published 170+ articles on the above research fields in
international journals.


