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Abstract

In this paper, we shall propose a new image steganographic technique capable of producing a secret-embedded image that is totally
indistinguishable from the original image by the human eye. In addition, our new method avoids the falling-off-boundary problem by
using pixel-value differencing and the modulus function. First, we derive a difference value from two consecutive pixels by utilizing the
pixel-value differencing technique (PVD). The hiding capacity of the two consecutive pixels depends on the difference value. In other
words, the smoother area is, the less secret data can be hidden; on the contrary, the more edges an area has, the more secret data
can be embedded. This way, the stego-image quality degradation is more imperceptible to the human eye. Second, the remainder of
the two consecutive pixels can be computed by using the modulus operation, and then secret data can be embedded into the two pixels
by modifying their remainder. In our scheme, there is an optimal approach to alter the remainder so as to greatly reduce the image dis-
tortion caused by the hiding of the secret data. The values of the two consecutive pixels are scarcely changed after the embedding of the
secret message by the proposed optimal alteration algorithm. Experimental results have also demonstrated that the proposed scheme is

secure against the RS detection attack.
© 2007 Elsevier Inc. All rights reserved.
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1. Introduction

In recent years, enormous research efforts have been
invested in the development of digital image stegano-
graphic techniques. The major goal of steganography is
to enhance communication security by inserting secret mes-
sage into the digital image, modifying the nonessential
pixels of the image (Feng et al., 2006; Petitcolas et al.,
1999). The image after the embedding of the secret mes-
sage, so-called stego-image, is then sent to the receiver
through a public channel.

In the transmission process, the public channel may be
intentionally monitored by some opponent who tries to
prevent the message from being successfully sent and
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received. The opponent may randomly attack the stego-
image if he/she doubts the stego-image carries any secret
message because the appearance of the stego-image shows
obvious artifacts of hiding effect (Liao et al., 2007;
Simmons, 1984). For this reason, an ideal steganography
scheme, to keep the stego-image from drawing attention
from the opponent, should maintain an imperceptible
stego-image quality. That is to say, if there are more simi-
larities between the cover image and the stego-image, it will
be harder for an attacker to find out that the stego-image
has important secret data hidden inside it (Wu and Hwang,
2007). This way, the secret data is more likely to travel
from the sender to the receiver safe and sound.

For the past decade, many steganographic techniques
for still images have been presented. A simple and well-
known approach is directly hiding secret data into the
least-significant bit (LSB) of each pixel in an image. Then,
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based on the LSB technique, a genetic algorithm of optimal
LSB substitution is now also available to improve the
stego-image quality of the simple LSB method (Wang
et al., 2001). In addition, Chang et al. (2003) have also pre-
sented a fast and efficient optimal LSB method based on
the dynamic programming strategy that improves the com-
putation time of Wang et al.’s scheme (Wang et al., 2001).
A novel simple LSB technique based on optimal pixel
adjustment was presented to achieve the goal of improving
the stego-image quality (Chan and Cheng, 2004). Besides,
Thien and Lin also presented a simple LSB scheme based
on the modulus function to improve the stego-image qual-
ity (Thien and Lin, 2003). In order to gain a higher payload
than when the 4-L.SBs method is used, Wang has proposed
two new schemes based on the modulo operator (Wang,
2005). Wu et al. have also presented a combination scheme
on the basis of pixel-value differencing and LSB replace-
ment with a view to improving the hiding capacity while
maintaining acceptable stego-image quality (Wu et al.,
2005). In order to enhance the security, on the other hand,
Lin and Tsai have proposed a new approach that integrates
the concept of secret image sharing and steganographic
techniques with the additional capability of image authen-
tication (Lin and Tsai, 2004). Lou and Liu (2002) proposed
a LSB-based steganographic method that can resist the
common-cover-carrier attack by embedding variable-size
secret data and redundant Gaussion noise.

There are many steganographic schemes have also been
proposed for binary images. For example, Tseng et al.
(2002) designed a binary matrix and an integer weight
matrix so as to increase the payload of each sub-image.
It can hide |logy(m xn+ 1)] into a sub-image with m x n
pixels by manipulating at most two bits of the original con-
tent. In addition, Tseng and Pan (2002) further proposed a
high quality data hiding scheme based on (Tseng et al.,
2002) that searches for the more undetectable pixels of
the cover image as targets of modification. Wu and Liu
(2004) used the shuffling method to equalize the uneven
embedding capacity of each image block for the purpose
of providing a greater hiding capacity and higher security.
The hidden message of their scheme can be used to serve
various purposes such as authentication, annotation, and
verification. In addition, aside from regular digital images,
some other multimedia forms such as 3D models and PDF
texts can also serve as the cover media. The first stegano-
graphic method built on point-sampled geometry has been
presented by Wang and Wang (2006), and the first stegano-
graphic system that works on PDF English texts has been
created by Zhong et al. (2007). Recently, various kinds of
steganalysis detectors have been under steady development,
and some have been presented in an attempt to help detect
the existence of messages hidden in images in place of
visual inspection. For example, the well-known RS stegan-
alytic algorithm by Fridrich et al. (2001) is able to detect
the existence of LSB steganography. Basically, the
detection capability of the RS steganalytic algorithm
depends on the capacity of the hidden message. Specifi-

cally, the algorithm can detect the existence of the LSB
scheme with high precision when the hidden capacity is
more than 0.005 bits per pixel. However, when the hidden
capacity is less than 0.005 bits per pixel, the RS steganalytic
algorithm is completely ineffective (Fridrich et al., 2001;
Ker, 2004).

The LSB-based methods mentioned above, directly
embed the secret data into the spatial domain in an
unreasonable way without taking into consideration the
difference in hiding capacity between edge and smooth
areas. In general, the alteration tolerance of an edge arca
is higher than that of a smooth area. That is to say, an edge
area can conceal more secret data than a smooth area. With
this concept in mind, Wu and Tsai presented steganographic
scheme that offers high imperceptibility to the stego-image
by selecting two consecutive pixels as the object of embed-
ding. The payload of Wu and Tsai’s scheme is determined
by the difference value between the pixels (Wu and Tsai,
2003). In Wu and Tsai’s method, they determine whether
the two consecutive pixels belong to an edge or smooth area
by checking out the difference value between the two consec-
utive pixels. If the difference value is large, that means the
two pixels are located in an edge areas, and more secret data
can be hidden here. On the contrary, if the difference value is
small, that means the two pixels are located in a smooth
area, and less secret data can be embedded. Therefore, their
scheme produces stego-images that are more similar to the
original images than those produced by LSB substitution
schemes, which directly embed secret data into the cover
image without considering the differences between adjacent
pixels. Furthermore, Chang and Tseng have proposed a new
method based on side match where the users can consult
more than two neighboring pixels to determine the payload
of each pixel (Chang and Tseng, 2004).

In this paper, in order to provide a better stego-image
quality than Wu and Tsai’s scheme (Wu and Tsai, 2003),
we shall propose a novel technique based on pixel-value dif-
ference and modulus function. In Wu and Tsai’s scheme,
which is also known as the PVD method, the difference
value between two consecutive pixels is regarded as a
feature for recording the secret message. When the original
difference value is unequal to the secret message, the two
consecutive pixels will be directly adjusted so that their
difference value can stand for the secret data. However, con-
siderable stego-image distortion can happen when the PVD
method adjusts the two consecutive pixels to hide the secret
data in the difference value. To make a difference, with our
new method, we shall improve the stego-image quality by
adjusting the remainder of the two consecutive pixels
instead of the difference value. Besides that, the falling-off-
boundary problem may probably worsen the situation
when the PVD method alone is used, especially either when
the two consecutive pixels are located in an extreme edge or
smooth area, or when the values of the two consecutive pix-
els form a contrast. To overcome the falling-off-boundary
problem, our new method re-revises the remainder of the
two consecutive pixels.
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The rest of this paper is organized as follows. We will
briefly review Wu and Tsai’s scheme in Section 2. In Sec-
tion 3, the embedding and extracting algorithms of the pro-
posed method based on the modulus operation will be
presented respectively. The experimental results and ana-
lyzes will be in Section 4, followed by some concluding
remarks in Section 5.

2. Review of Wu and Tsai’s scheme

Let us begin with the background on which the embed-
ding algorithm of method (Wu and Tsai, 2003) is build up.
Given a cover image F sized M X N. F; is a sub-block of F
that has two consecutive pixels broken down by partition-
ing F in raster scan order such that F={F|i=
1,2,... XX} By definition each F; has two elements
Py and P(; ). The pixel values of P,y and P g are
P and P, respectively. The difference value d; of
P(; ) and P;,, can be derived by Eq. (1).

di = |P(i,x) _P(i,y)|- (1)

On the other hand, they design a range table R which
consists of n contiguous sub-ranges Rj; in other words,
R={Rjj=1,2,...,n}. The major job of the range table
is to provide information about the hiding capacity of each
F;. Each sub-range R; has its lower and upper bound val-
ues, say /; and u;, so that we have R; € [/, u;]. The width
w; of each R; is selected to be a power of 2, and can be
computed by w;=u; — [;+ 1. Each sub-block F; relates to
its sub-range R; from the range table R such that R;=
min(d;, w;) and d € [l,u;]. This way, hiding capacity of
two consecutive pixels can be obtained by

ti = [lg(wy)]. (2)

Here, #; is the number of bits that can be hidden in F;. Read
t; bits from the binary secret data stream and transform ¢;
into its decimal value 7. A new difference value d; can be
generated by putting /; and t; together:

d1:t1+lj

Now the secret data can be embedded into F; by modifying
its Py and P, such that d; = d,. The details of the
embedding criteria are as follows:

(Piix) + [m/2], Py — [m/2]),
if P >>P,y and d; > d;;
(Pliwy — |m /J + [m/2]),
1me> Py andd >d;
(Piix) — [m/2], Py + [m/2]),
lf P(,—M =P ) and d: <d
(P(i,x) + |—m/2—|aP - Lm/zJ)a
if Py < Py and d; < d

/ / -
(Pl Pliyy) =

where m = |d; — d;|. We can gain new pixel values P( . and
P(l ,) after the calculation in Eq. (3) and replace P, ) and
P, in the cover image with the new values so that the

Table 1

An illustration of Wu and Tsai’s embedding process

Secret data Pivy=32 P,y =32 New difference value
(decimal value) of Py and P,
0 No modify No modify 0

1 +1 No modify 1

2 +1 -1 2

3 +2 -1 3

4 +2 -2 4

5 +3 -2 5

6 +3 -3 6

7 +4 -3 7

embedding process is accomplished. An illustration of
how P(;.) and P, can be adjusted by Wu and Tsai’s
scheme for the purpose of hiding secret data is shown in
Table 1. In Table 1, assume the pixel values of sub-block
F; are P 0= 32, P, =32, and the width w; of their
sub-range is 8 with /; =0 and u; = 7. Then, 3 bits of the se-
cret data is taken out and put into F;. All the possible ways
of adjusting P(; ) and P, are shown in Table 1. Obvi-
ously, the falling-off-boundary problem will occur and
would not conform Eq. (3) if 0< P,y <3 and 0<
Py < 3.

The recovery process of Wu and Tsai’s method is quite
simple and easy. Given two consecutive pixels P<l . and
P’ , of the stego-image, compute their difference value d;
and obtain d; = |P|,,, — P, |- Use the original range table
R in the embeddmg phase to obtain the same R; and w;.
The length ¢; of the hiding capacity also can be gamed by
using Eq. (2). Calculate the real difference value
d} = d; — ; and convert the decimal value d; into a binary
string whose length is ¢ bits. For example, assume
d} =Tay and t;=3, and then secret data 111y, is
extracted.

3. The proposed method

Instead of the difference value, the proposed scheme
modifies the remainder of two consecutive pixels Py
and P, for better stego-image quality. The proposed
embedding and extracting algorithms are presented in the
subsections below.

3.1. The embedding algorithm

Step 1: Given a sub-block F; composed of two continuous
pixels P; vy and P;,, from the cover image, obtain
the difference value d;, the sub-range R; such that
R; € [l;,u;], the width w;=u; — [+ 1, the hiding
capa01ty /; bits, and the decimal value ¢, of t; for
each F; by using Wu and Tsai’s scheme accordmg
to Section 2.

Step 2: Compute the remainder values Piemix), Premiy)
and F,;) of P, P, and sub-block F; respec-
tively by using the following equations:
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Prem(i,x) - P(M) mod t;,
Prem(i,y) = P(i,y) mod f;-,
Franty = (Pii) + Piiy)) mod £, (4)

Step 3: Embed ¢, bits of secret data into F; by altering P, y,
and P, such that F,,; =t. The optimal
approach to altering the P; ) and P, ) to achieve
the minimum distortion is as follows:

Case 1: F,,,(;) >, and m < (2")/2 and P(, v = Py
(Py Pl) = (P — [m)2], Py — m/2]);

Case 2: F,em 0 > t and m < (2')/2 and P(, o < Py
(Pl Ply)) = (P — m)21, Py — [m)2]);

Case 3: F,e,,,, > t and m > (2%)/2 and P(, v = Py
(Plis P’< ): (i) + Lm1/2J Py + [mi/2]);

Case 4: F/nm, /> t and m > (2")/2 and P(,x) <Py
(P(irx) P (i) ) ( (ix) _|E [’/’)1}/21 P () Lml /2J)

Case 5: F ., < f; and m < (2)/2 and P(;) = P

Case 6: (P, P,zy)/) ép(l ) —EZL”;I//? dty}))"‘ [m/le])a

ase F,gm, <t and m < (27 and P ) < P,
(Pl PQ,,,V)) (Piix) + [m/2], Py + [m/2]);

Case 7: Frony < £, and m > (2")/2 and P ) = Py
(P Py) = (P — [m1/2], Py — 1 /2]);

Case 8: (F;g,,“ § t;) an(z m> (2[)/? ajnd Py F P}l—,y}))

P P = my /2], Pi, — [m/2]).

(i) 1 s 4 (i) 1

In the above approach m = |Fronp — ti, my =
2" — |Fyemiy — tj] and P, ), P(, ,, are new pixel values
after the embeddlng of t; b1ts of the secret data into
sub-block F;. After Step 3, if P orP (iy) overflows
the boundary value 0 or 255, then execute Step 4 for
revising P ) and P (i) If not, the purpose of con-
cealing secret data will be completed after the
replacement of (P(ix),Piy) by (P/i,x 7P’l.yy) in the
cover image.

Step 4: Consider the three situations below where the fall-
ing-off-boundary problem happens and revise P’(m
and P’ as follows:

)

Case 1: If P(,x,)N 0, Piy~0and P, <0 or P,, <0,

then re-adjust P, , and P, to be P, and P, , by

(Ploy Pliy) = (Pligy + (29)/2, P +(29)/2)-
Case 2: If P( .~ 255, P, ~255 and P, >255 or

P, > 255, then re-adjust P, and P, to be
/! /!

P, and P by

(Plixy Pligy) = (Pligy — (27)/2, Py — (2)/2)-

Case 3: If P,y and P, form a great contrast (i.e.

d;>128), then re-adjusted P, ,, and P}, , by
(0, Py + Pl
if P, <0and P, > 0;
(P + P, 0),
PPy 1f P’ > 0 and P, ) <0;
(Pl Pl) =\ (255, 1 (P, — 255)),
if P’ i > 255 and P, =0
(P, + ( ~255),259),

if P, >()andP’ ) > 255.

Table 2
An illustration of the proposed algorithm modifying the remainder of two
consecutive pixels

Secret data P =32 P,y =32, The total
(decimal value) Propiigy =0 Promiiyy =0 remainder Fre)
0 No modify No modify 0

1 +1 No modify 1

2 +1 +1 2

3 +2 +1 3

4 +2 +2 4

5 -2 -1 5

6 -1 -1 6

7 -1 No modify 7

After Step 4, (P(,,,P|,,)) can be corrected so that
the range of (P” P”, (iy)) cannot go below 0 or over
255. Finally, we put use (Pf,,P(,) in place of
(Pix)> Piiy) 1n the cover image and the embedding
algorithm is accomplished.

A simple example of regulating the remainder value for
hiding secret data is shown in Table 2. Suppose we have a
sub-bock F; with two successive pixel values P; ) = 32 and
Py; ) = 32. Then, the remainder value F,.,,; of F;is 0. If the
3 bits (i.e. ;=3, and 7, = 2% = 8) of the secret data are
selected to be embedded into F;, P, and P, will be
modified to hold the 3-bit secret data. Table 2 demonstrates
that our scheme has better performance in reducing the dif-
ference between (P ), Pi,) and (P, P ).

Next, we offer an example to show how our mechanism
of keeping the pixel values from exceeding the range [0, 255]
after secret data embedding. As shown in Table 3, we re-
assume Py =0 and P, =0 in the previous example,
and then the falling-off-boundary problem happens such
that P/ ) <0 or P y <0 when the decimal value of the
secret data is 5, 6 or 7. However, P ) and P i) can be
re-adjusted by adding up to 4 synchronously After that,
the values of P, ) and P , will fall within the range of
0-255.

3.2. The extracting algorithm

In the recovery process, we can quickly extract the secret
data without using the original image. Nevertheless, it is

Table 3
An illustration of solving the falling-off-boundary problem by re-modi-
fying the (P, ), P(;,))

Secret data Piy=0, Pi,y=0, The total
(decimal value) Promiy =0 Premiy) =0 remainder Fyep ;)
0 No modify No modify 0

1 +1 No modify 1

2 +1 +1 2

3 +2 +1 3

4 +2 +2 4

5 (=2)+4=2 (-H)+4=3 S

6 (-1)+4=3 (-1)+4=3 6

7 (-H)+4=3 0)+4=4 7
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essential to use the original range table R designed in the
embedding phase in order to figure out the embedding
capacity for each sub-block F;. Given a sub-block F; with
two consecutive pixels from the stego-image with their
pixel values being P; ) and P(; ) respectively, the difference
value d; of P(; ) and P(; ) can be derived by Eq. (1). Each F;
can be related to its optimal sub-range R; from the original
table R according to the difference value d;. Hence, we can
compute the width of the sub-range by w; = u; — /;, and the
number of bits ¢; of the secret data can be extracted from F;
by Eq. (1). Eventually, we compute the remainder value of
F; by using Eq. (2) and transform the remainder value
Fiemiy into a binary string with the length 7, After that,
the extracting algorithm is accomplished. For example,
assume two successive pixel values of the stego-image are
P(; =34 and P;,, = 33, and the hidden capacity is 3 bits
(i.e. t;= 3). Fom; can be gained by (33 + 34) mod 23 =3,
Convert the remainder value 3 into a binary string whose
length is 3, and then we have 3(p) =011(;. That is to
say, the secret data 011y is retrieved from the sub-block
in which the pixel values are P(; ) =34 and P;,, = 33.

4. Experimental results and analysis
4.1. Experimental results

In this section, we shall present our experimental results
to demonstrate the proposed algorithm can perform better
than Wu and Tsai’s scheme. We designed a range table R
consisting of 6 sub-ranges R;, for j=1,2,...,6, where their
widths were 8§, 8, 16, 32, 64, and 128 respectively. The range
of each R; was R, =[0,7], R,=[8,15], R;=[16,31],
R, =1[32,63], Rs=1[64,127] and Rs=[128,255]. Twelve
cover images “Lena”, ‘“Baboon”, “Peppers”’, “Jet”,
“Tank™, “Airplane”, “Truck”, “Elaine”, “Couple”,
“Boat”, “Man”, and “Tiffany”, shown in Figs. 1-3, were
used as test images in our experiments. The size of all the
cover images was 512 x 512. We used a series of pseudo-
random numbers as the secret data to be embedded into
the cover images. The peak signal-to-noise ratio (PSNR)
was utilized to evaluate the stego-image quality. The PSNR
is defined as follows:

PSNR = 1010g1013/15—35]2E dB
and

1 M—-1 N-1 5
e ()

Here, o, is the pixel of the cover image where the coordi-
nate is (7,j), and f;; is the pixel of the stego-image where
the coordinate is (i,7). M and N represent the size of the im-
age. A larger PSNR value indicates the fact that the dis-
crepancy between the cover image and the stego-image is
more invisible to the human eye.

(a) PSNR = 41. 1dB

(e) PSNR = 40.8 d

Fig. 1. The size of each stego-image is 512 x 512: (a), (c), (e), and (g) are
the stego-images produced by Wu and Tsai’s scheme; (b), (d), (f), and (h)
are the stego-images produced by our method.

The results in parts (a), (c), (e), and (g) of Figs. 1-3 are
the stego-images produced by Wu and Tsai’s method, and
those in parts (b), (d), (f), and (h) of Figs. 1-3 are the
stego-images produced by the proposed method. As the fig-
ures show, whether it is our scheme or Wu and Tsai’s
scheme, there are not any visual artifacts present. However,
the PSNR values obtained demonstrate that the proposed
scheme is superior to Wu and Tsai’s scheme (see Table 4).
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(b) PSNR = 45. 3dB

(a) PSNR = 42. 4dB

(d) PSNR = 45. 2dB

(c) PSNR - 42. 2dB

(e) PSNR = 42.9 dB (f) PSNR = 45. 6dB

(h)

Fig. 2. The size of each stego-image is 512 x 512: (a), (c), (e), and (g) are
the stego-images produced by Wu and Tsai’s scheme; (b), (d), (f), and (h)
are the stego-images produced by our method.

In Table 4, we see that the PSNR values given by our
method where increased by 2.5-3.3 dB. This is because the
distortion of the edge areas can be greatly improved by
the proposed scheme. Fig. 4 shows that the major difference
between Wu and Tsai’s scheme and our scheme lies in the
edges of the image after secret data embedding. Fig. 4 shows
the gray-level values scaled twenty times. As a result, there

(c) PSNR = 38. 9dB (d) PSNR = 42. 1dB

(f) PSNR = 42. 1dB

(2) PSNR = 40. 8dB “(h) PSNR = 43. 9dB

Fig. 3. The size of each stego-image is 512 x 512: (a), (c), (e), and (g) are
the stego-images produced by Wu and Tsai’s scheme; (b), (d), (), and (h)
are the stego-images produced by our method.

is no doubt that the stego-image quality produced by the
proposed scheme was quite good with no visible difference
from the original cover image.

Finally, we have also compared the proposed scheme
with the two-side match scheme by Chang and Tseng
(2004). The two-side match method is similar to Wu and
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Table 4
The results of embedding the same random message by Wu and Tsai’s
including the proposed methods

Cover-images Wu and Tsai’s method Our method
(512x 512) C . o
apacity PSNR(dB) Capacity PSNR

(bytes) (bytes) (dB)
Lena 51,219 41.1 51,219 441
Baboon 57,146 37 57,146 40.3
Peppers 50,907 40.8 50,907 433
Jet 51,224 40.6 51,224 43.5
Tank 50,449 42.4 50,449 453
Airplane 49,739 422 49,739 452
Truck 50,065 429 50,065 45.6
Elaine 51,074 41.9 51,074 44.8
Couple 51,603 40.2 51,603 435
Boat 52,635 38.9 52,635 42.1
Man 52,945 39.1 52,945 42.1
Tiffany 50,920 40.8 50,920 439

Tsai’s scheme in the way that two consecutive pixels are
picked out each time to hide data. The comparison results
are shown in Table 5, where the PSNR values demonstrate
that the proposed scheme can improve the stego-image
quality of Chang and Tseng’s scheme.

4.2. Analysis and discussions

In this section, we analyze the performance of PVD and
that of the proposed method in terms of the stego-image
quality and the robustness against the RS detection attack.
To evaluate the schemes in terms of the stego-image qual-
ity, we can check out both the optimal stego-image quality,
where the minimum pixel value alteration happens, and the
worst stego-image quality, where the maximum pixel-value
alteration happens. First, we present a simple example to
show the optimal case of the PVD method. Assume the
secret data is 3 bits, and the pixel values are 30 and 34
respectively. All the possibilities of modifying the pixel
values 30 and 34 such that d; = ¢, are shown in Table 6.

In Table 6, we can see the maximum variation of single
pixel value is 2. In this optimal case for Wu and Tsai’s
scheme, the original difference value d; is approximated
to (27"). Naturally, if the original difference value d; is
approximated to 0 or 2, then it will make the worst case.
An example of the worst case can be seen in Table 1. In
Table 1, the original difference value is 0 and the maximum
modification of pixel value is 4. Apparently the worst case
wastes about double the stego-image quality of the optimal
case. The stego-image quality of PVD method can vary
between the optimal case and the worst case. However,
there is only the optimal case when the proposed optimal
embedding algorithm is used. In our scheme, assume the
secret data is 3 bits. Then, the maximum modification of
pixel value is 2 whether the original remainder value
approximates 0 or 2! or 2%. Take Table 2 for example.
In spite of that fact that the original remainder approxi-
mates 0, the maximum variation of pixel value is 2. Accord-
ingly, the proposed method can reduce the distortion of the

@ T ()

Fig. 4. The difference images between the stego-image of Wu and Tsai’s
scheme and the proposed scheme.

stego-image based on the remainder value of the two con-
secutive pixels.

In addition, the proposed scheme is secure against the
RS detection attack. The RS detection method by Fridrich
et al. (2001) can directly judge whether the stego-image is
secure without visual inspection. Fridrich et al. utilize the
dual statistics method to classify all the pixels of a stego-
image into three pixel groups: the regular group R,, or
R_,,, the singular group S,, or S_,, and the unusable
group. The stego-image will pass the RS steganalysis when
R, =~ R_,, and S,, = S_,,. Otherwise, the stego-image will
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Table 5
The results of embedding the same random message by Chan and Tseng’s
including the proposed methods

Cover-images Chan and Tseng’s Our method
(512 512) method

Capacity PSNR Capacity PSNR

(bytes) (dB) (bytes) (dB)
Lena 48,626 41.2 51,219 44.1
Baboon 57,146 34.1 57,146 40.3
Peppers 50,907 40.6 50,907 433
Jet 51,224 40.3 51,224 435
Tank 50,449 41.7 50,449 453
Airplane 41,829 42.7 49,739 452
Truck 50,065 422 50,065 45.6
Elaine 51,074 40.8 51,074 44.8
Couple 51,603 37.1 51,603 435
Boat 52,635 38.7 52,635 42.1
Man 52,945 38.3 52,945 42.1
Tiffany 50,920 41.2 50,920 439
Table 6
An illustration of optimal case by using Wu and Tsai’s method
Secret data Pi=30 P,y =34 New difference value
(decimal value) of Py and P,
0 +2 -2 0
1 +1 -2 1
2 +1 -1 2
3 No modify -1 3
4 No modify No modify 4
5 No modify +1 5
6 -1 +1 6
7 -1 +2 7
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S-m

50

40

30+

20+

0

0 1‘0 éO éO 4‘0 50 éO 7‘0 8b éO 100
Fig. 5. The RS-diagram yields by the dual statistics detecting for stego-
image produced by the proposed scheme.

be judged as a suspicious object. The detection results our
scheme gave (with the stego-image being the one in Fig. 1b)
are shown in Fig. 5, where the x-axis represents the per-
centage of hiding capacity and the y-axis the percentage
of the regular and singular pixel groups with masks
m=[0110] and — m =[0—1-10]. In Fig. 5, the expected

values of R,, and §,, are almost equal to those of R_,,
and S_,, respectively. Moreover, we have also tested the
other stego-images processed by using the proposed
scheme, and the detection results are the same as what
Fig. 5 reveals. Accordingly, we can make a solid statement
that the proposed scheme is secure against the RS detection
attack.

5. Conclusions

In this paper, we propose a novel scheme to greatly
reduce the visibility of the hiding effect present in the
PVD method. The proposed scheme utilizes the remainder
of the two consecutive pixels to record the information of
the secret data which gains more flexibility, capable of
deriving the optimal remainder of the two pixels at the least
distortion. The hiding effect that appears in the stego-image
when Wu and Tsai’s scheme is used to hide the secret data
can be significantly decreased by the proposed optimal
embedding algorithm. Besides, the proposed method can
also solve the falling-off-boundary problem by re-adjusting
the remainder of the two pixels, staying secure against the
RS detection attack. Experimental results show the pro-
posed scheme has a much better performance than Wu
and Tsai’s scheme in terms of stego-image quality.
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